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—., THL I AEE

T R VFE B BORI A RIEN AR, Toie 284 d T i g & id 2
MBEAT A AT AR S AT X —HE R TR Ak, S 7 B G A e 0 10 sl 9
P N se BRI A WA 2R, BRI IBAE N . RIS T T VA TF
Z, PINESHE=IN05 . B BTHRGIFERRE,

—_. Sublist3r

1. /-5 B

Sublist3r x&—1%T python EHH)TEAZ 248 TR, BEAFBWZMA AT
IR T A, FEWER TR

) A E T2 EAE LML ED (129408 Nt TIAS HTZR)

) FIH] chrome. yoo. bing. baidu SFWYEAFEATAER, AHRAY RS AN
WA E EERIAN (T2 google 1HVL) BRI, FEm @ E N FRA TR
TR T, BRI,

HARS, Wik site:example.com X—FFFERi ARG EE, BRTI1EXIR
[B3& A a.example.com, b.example.com 245, FE3E A F 16 ) Fah R ik bt 44 42
Bk, BPAEMIELIN A . site:example.com —site:a.example.com -site:
b.example.com, X—FLIA)E B E example.com HJFk, {EHAELFE
a.example.com #1 b.example.com, A5 F-RHE SR RN 745 5B i A48 25 [ 07
R, AR, EEIAEHIH TEA, X Wpe iiid)s IrA i T4 et
FELER IR 4 Ef o

3) MIAHIEF#ER

T AR S R, V2 RS Rr L], #e M —MIEB R g 1
B, BTX—BER, A httpsi//ert.sh FSEATDARY R Rl —iEH R 74k, (%
QIR https://crt.sh/?g=example.com



Certificates crt.shiD | Logged At {t NotBefore Not After Common Name Matching Identities Issuer Name
3430918329 2020-09-26 2020-07-23 2021-07-23 sni com 1 Cndtest bilibili.com
3363873776 2020-09-10 2020-07-23 2021-07-23 sni com h-cndtest.bilibili.com
3351350698 2020-09-07 2020-09-07 2020-12-06 maoer.bilibili.com maoer,billbm.com
3351348994 2020-09-07 2020-09-07 2020-12-06 maoer.bilibili.com maoer.bilibili.com
3291744421 2020-08-26 2020-08-26 2022-08-08 *.game.bilibili.com i
3268032183 2020-08-20 2020-08-20 2020-11-18 leapfrog-ssl-31.gcs-web.com =Let's Encrypt, CN=Let's Encrypt Authority X3
3268032189 2020-08-20 2020-08-20 2020-11-18 leapfrog-ssl-31.gcs-web.com =Let's Encrypt, CN=Let's Encrypt Authority X3
3267826256 2020-08-20 2020-08-20 2020-11-18 leapfrog-ssl-31.gcs-web.com =Let's Encrypt, CN=Let's Encrypt Authority X3
3267819783 2020-08-20 2020-08-20 2020-11-18 leapfrog-ssl-31.gcs-web.com =Let's Encrypt, CN=Let's Encrypt Authority X3
3223275472 2020-08-11 2020-08-11 2020-11-09 leapfrog-ssl-31.gcs-web.com =Let's Encrypt, CN=Let's Encrypt Authority X3
3223275788 2020-08-11 2020-08-11 2020-11-09 leapfrog-ssl-31.gcs-web.com =Let's Encrypt, CN=Let's Encrypt Authority X3
3196979913 2020-08-07 2020-08-07 2022-08-08 *.game.bilibili.com lobalSign nv-¢ =GlobalSign RSA DV SSL CA 2018
3196691431 2020-08-07 2020-08-07 2022-10-19 *.bilibili.com *.bilibili.com =GlobalSign RSA OV SSL CA 2018

bili

3127823204 2020-07-23 2020-07-23 2021-07-23 sni.cloudflaressl.com loudflare Inc ECC CA-3
3127771724 2020-07-23 2020-07-23 2021-07-23 sni.cloudflaressl.com Inc.’, Cl loudflare Inc ECC CA-3
3087063242 2020-07-14 2020-07-14 2020-10-12 leapfrog-ssl-31.gcs-web.com O=Let's Encrypt, CN=Let's Encrypt Authority X3
3087063483 2020-07-14 2020-07-14 2020-10-12 leapfrog-ssl-31.gcs-web.com O=Let's Encrypt, CN=Let's Encrypt Authority X3
3086697190 2020-07-14 2020-07-14 2020-10-12 leapfrog-ssl-31.gcs-web.com O=Let's Encrypt, CN=Let's Encrypt Authority X3
3086697592 2020-07-14 2020-07-14 2020-10-12 leapfrog-ssl-31.gcs-web.com O=Let's Encrypt, CN=Let's Encrypt Authority X3
3086661439 2020-07-14 2020-07-14 2020-10-12 leapfrog-ssl-31.gcs-web.com O=Let's Encrypt, CN=Let's Encrypt Authority X3
3086657760 2020-07-14 2020-07-14 2020-10-12 leapfrog-ssl-31.gcs-web.com O=Let's Encrypt, CN=Let's Encrypt Authority X3
3083550418 2020-07-13  2020-07-13 2020-10-11 leapfrog-ssl-31.gcs-web.com O=Let's Encrypt, CN=Let's Encrypt Authority X3
3083550133 2020-07-13  2020-07-13 2020-10-11 leapfrog-ssl-31.gcs-web.com O=Let's Encrypt, CN= Le!s Encrypt Authomv X3
3082552889 2020-07-13 2020-07-13 2020-10-11 leapfrog-ssl-31.gcs-web.com v
3082546139 2020-07-13 2020-07-13 2020-10-11 leapfrog-ssl-31.gcs-web.com
3064654073 2020-07-09 2020-07-09 2020-10-07 maoer.bilibili.com
3064654072 2020-07-09 2020-07-09 2020-10-07 maoer.bilibili.com maoer.bilibili.com
3059744519 2020-07-08 2020-07-08 2020-10-06 leapfrog-ssl-31.gcs-web.com ir.bil O=Let's Encrypt, CN=Let's Encrypt Authority X3
3059744363 2020-07-08 2020-07-08 2020-10-06 leapfrog-ssl-31.gcs-web.com ir.bilibili.com O=Let's Encrypt, CN=Let's Encrypt Authority X3
3059264712 2020-07-08 2020-07-08 2020-10-06 leapfrog-ssl-31.gcs-web.com i O=Let's Encrypt, CN=Let's Encrypt Authority X3
3059260784 2020-07-08 2020-07-08 2020-10-06 leapfrog-ssl-31.gcs-web.com O=Let's Encrypt, CN=Let's Encrypt Authority X3

B 1 FH https://ert.sh PIsE#52R bilibili.com 11§

4) DNS #4E

BT =J7/ DNS AMiCsE, MR T4, HIIEEA dnsdumpster.com ¥

UHEM dnsdumpster FUIRZ407T, AT BB AT E IR . DNS 2=, #&J)
BARERUIT:  https://dns.bufferover.run/dns?g=example.com

"93.184.216.34,example.com",
"203.180.136.57,iij0l-example.com",
"163.49.89.40,nsl.iij03-example.com",
"34.102.136.180,4-example.com",
"91.195.241.136,a-example.com",
"91.195.241.136,www.a-example.com",
"162.241.244.28,test-ga-example.com",
"162.241.244.28,webdisk.test-ga-example.com",
"162.241.244.28,cpanel.test-ga-example.com",
"162.241.244.28,webmail.test-ga-example.com",
"162.241.244.28,autodiscover.test-ga-example.com",
"test-ga-example.com,www.test-ga-example.com",
"94.130.128.163,ra-example.com",
"94.130.128.163,webdisk.ra-example.com",
"94.130.128.163,cpanel.ra-example.com",
"ra-example.com,mail.ra-example.com",
"94.130.128.163,webmail.ra-example.com",
"94.130.128.163,autodiscover.ra-example.com",
"94.130.128.163,cpcalendars.ra-example.com",
"94.130.128.163,cpcontacts.ra-example.com",
"ra-example.com,www.ra-example.com",
"74.220.199.6,trifecta-example.com",
"74.220.199.6,webdisk.trifecta-example.com",
"74.220.199.6,cpanel.trifecta-example.com",
"74.220.199.6,mail.trifecta-example.com",
"74.220.199.6,webmail.trifecta-example.com",
"74.220.199.6,autodiscover.trifecta-example.com",
"74.220.199.6,www.trifecta-example.com",
"91.195.241.136,b-example.com",
"91.195.241.136,www.b-example.com",
"49.212.198.14,web-example.com",
"49.212.198.14,solution.web-example.com",
"solution.web-example.com,www.solution.web-example.com",
"web-example.com,www.web-example.com",
"217.182.171.203,rb-example.com",
"217.182.171.203,www.rb-example.com",
"204.194.23.4,dnssec-example.com",

"204.104 23 4w Ancesn~-ewxamnlae. ~am"

Bl 2 FlH dnsdumpster.com ¥52% bilibili.com -1,

v,
Moz,

R
N#EAE:  git clone https:/github.com/aboul3la/Sublist3r.git
R T



A #%:  python sublist3r.py —d example.com
ZHHERE: -d ~domain FEMZ A 44

~b ~bruteforce J&H subbrute bruteforce A3

—p —ports MRIFFHER tep B I HE] 1Y T8
—v ——verbose J& HTFAIREE I SEIT /R gl 2R

~t ~threads F-T* subbrute bruteforce HJZLFEEL
—e - GIEAREIE T AR R T E5 %

-0 —output KFEERPRAFEN AT

~h -help /¥ Bif5 EIHEH

(EAHER: 2 python2, ZEM python3, 75 sublist3r.py C{F4 616 17
ip = Resolver.query(host, 'A')[@].to_text()

1@3&}3 ip = dns.resolver.Resolver.resolve(host, 'A')[0].to_text()
303 47 if (type(resp) is str or type(resp) is unicode)

BYCH if (type(resp) is str or type(resp) is str)

7 | N |

NN ) 1 ‘,
= \ | \

(S S|

[-] Enumerating subdomains now for bilibili.com

[l 35 Sublist3r #8384 BRI
= Hftl v 4788 TR
XHERENGE—F Aquatone Fl Amass LHAENIRE, MB{TH Sublist3r T
VRIS, THRELL Sublist3r BEMMERE, HEHE FANERZ.



1. Aquatone

Aquatone s2f1 go 155 . nodejs MEMTHAEREF, 00 4 DI,
HARMR: 1) aquatone-discover: il FI R SNHCER B0 SR B 7 A B i 445 2)
aquatone-scan: St I HH G, WA iR 0 . HTTP header. HTML
body. #(&I%E(E IR 3) aquatone-gather: XFFAFHLERHHY TP FEATU
TR TR R, EE(E B 4) aquatone-takeover: A4 /& 5 FEAE 4 B
;. Aquatone REAEAGIN 25 FhoA [ iz 45 £ (7 wT REAEAE HY 71804 B HF, A%
GitHub Pages, Heroku, Amazon S3, Desk £l WPEngine. (B2 IEH 18, AR X1
BRI 58 BRI HT 22K, AT,

A4 git clone https://github.com/michenriksen/aquatone.git

gem install aquatone
P-4 Linux/Macos

g aquatone-discover ——domain example.com

EFR: T Aquatone ffiJH TFZ EAMNY API, K Btm &8, 1ob,
Aquatone i il VirusToal . shodan. PassiveTotal AR %5, iX2LbfR 5B REEAE API
KEY, RTEERFIXLE key PRFFE] ~/aquatone/ keys.yml BSAE.

\/ -
///////////////////// !
i AW ////\ 7

656—hy@ chenriksen

Identifying nameservers for bilibili .. Done
Using nameservers:

- 162.14.25.248
f - 61.151.180.51

Checking for wildcard DNS... Done

Running collector: Google Transparency Report... Timed out
Running collector: Netcraft. Done (@ hosts)

Running colle to Threa t B owd Error

-> Th at Crowd API returned nexpected status code: 503
Running collecto Cen: sys

Running collector: Dictionary... Done (8210 hosts)
Running collector: Riddler...

Running collector: VirusTotal...

Runni| ng collector: Wayback Machine... Timed out

R nnnnn g collector: HackerTarget... Done (15 hosts)

ng collector: PTRArchive... Error

-5 FTRAI hive returned unexpected response code: 563
nn collector: DNSDB... Done (@ hosts)

collector: PassiveTotal...

ctor: Certificate Search... Done (@ hosts)
collector: PublicWwW... Done (@ hosts)
ctor: Shodan...

103.41.165.30 a
103.41.165.10 a
119.3.238.64

119.3.238.64

120.131.2.207 aj
119.3.234.165 aj
52.159.161.152 autodiscover.bilibili.com

Bl 4 3EM aquatone 2 T4 R K



https://github.com/michenriksen/aquatone.git

2. Amass

Amass 2 go MEH TEAREFG], T AMEEWRELR, AT
WZH=J7 API, ¥k IEAERZ, WASE B U ATECE, WAMNETIAT
X d3.js BYEE, AIAER R ATIALECE, HRRSEE R, HEHE
JEHIE, R bilibilicom FIRFFE 15 o8k (ERERMZE) , ARSDAURNEIL.

chenxudeMacBook-Pro:~ chenxustep$ amass enum -d bilibili.com

Kl 5 220 Amass 12 T4 HUR K

‘B 7 3CHY:  https:/github.com/OW ASP/Amass/blob/master/doc/user_guide.md

i Linux/Macos

A H%:  amass enum —d example.com

35 macos: brew tap caffix/amass

brew install amass
Linux: sudo snap install amass

. %50k
[1]https://www.freebuf.com/sectool/183959.html

[2]https://www.seoxiehui.cn/article-51007-1.html


https://github.com/OWASP/Amass/blob/master/doc/user_guide.md

[3]https://blog.csdn.net/weixin_43605586/article/details/103366043?utm_medium=distribu
te.pc_relevant.none-task—blog—BlogCommendFromMachineLearnPai2-
2.channel_param&depth_1-utm_source=distribute.pc_relevant.none-task—blog-

BlogCommendFromMachineLearnPai2-2.channel_param

[4] http://www.tt44.com/keji/172840.html
[5]https://www.jianshu.com/p/64f95a4faeba
[6]https://www.cnblogs.com/ax—y/p/13299998.html


http://www.tt44.com/keji/172840.html

