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1. match FE#i&: OFPMatch

OFPMatch() i) 2 % ] DA o8l (0 i A SR AT 7B BRI in_port=1,
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match = ofp_parser. OFPMatch()

match = parser. OFPMatch(ipv4_src=192.168.0.1)

2. actions FEfJi&E: OFPActionOutput



H R ANETE, A4, actions B R A4 ? EAKIE? for example:

actions = [ev.msg.datapath.ofproto_parser. OFPActionQutput (out_port)]

ryu.ofproto.ofproto_ vl 3 parser.OFPActionOutput(port, max len=65509, type
_=None, len_=None)

P Bt A S A B 11 port, port R DGR M 945, thln 1, 2, 3%
% 1: out_port=3, actions = [parser.OFPActionOutput(out_port)].
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out_port = ofproto.OFPP_FLOOD

actions = [parser.OFPActionOutput(out_port)]

openfaucet.ofproto. OFPP_MAX
The maximum number of physical ports in a datapath.

In addition to physical ports, several logical ports are defined:

openfaucet.ofproto. OFPP_IN_PORT
The input port, i.e. the packet was received on. This virtual port must be explicitly used in order to send back out of the input port.

openfaucet.ofproto. OFPP_TABLE
Perform actions in the flow table on the packet. This can be the destination port only for orer_packer_our messages, as sent using send_packet_out ().

openfaucet.ofproto. OFPP_NORMAL
Process with normal L2/L3 switching performed by the datapath.

openfaucet.ofproto. OFPP_FLOOD
All physical ports, except the input port and those disabled by Spanning Tree Protocol.

openfaucet.ofproto. OFPP_ALL
All physical ports except the input port.

openfaucet.ofproto. OFPP_CONTROLLER
Send to the controller, in an orpr_racker_1n, as received by a controller in the nandle_packet_in() callback.

openfaucet.ofproto. OFPP_LOCAL
The local OpenFlow virtual port used for in-band control traffic.

openfaucet.ofproto. OFPP_NONE
Not associated with any port.

The following actions output packets to ports directly or to queues associated with specific ports.

class openfaucet.ofaction. ActionOutput
An orear_oureur action, which sends packets out a given port.

BEEUFENE action ZJ5, FATELRGX AR AT & HUE 197 A& 8 T Kk 3l
TR — R 2 .

3. 84 1if: OFPInstructionActions
ryu.ofproto.ofproto vl 3 parser.OFPInstructionActions(type , actions=None, |
en_=None)
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type ZH0H =Fh:

1) OFPIT_APPLY_ACTIONS, XMEAREEWSIMENTES, BTN
Fe SERIRT AR OO IR B4R 4, ANEEHA R SCH action set;

2) OFPIT_CLEAR_ACTION, X542 HAEETHRISNE, BT 2L
HI1 75 B4R ST action set H FITAT (B0 1E

3) OFPIT_WRITE_ACTIONS, ZEX/ME4HIEREEINE, BT N2
CELE B BIE & I 2R SCH] action set 75

BEIXE, FATSEEK, action set &4 ? —MNMRIGEFETARER, H
action set HLIHIHHHABNE, MEERITH AZME, X2 action set FIFEH] T .

actions ZH: — P AIMESIER, FTRZNMELSUEHBNE
W24, actions I EA& IR 4?7 EAMIE? for example:

actions = [ev.msg.datapath.ofproto_parser. OFPActionOutput (out_port)]
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4. AT BHRERH EHE OFPFlowMod

ryu.ofproto.ofproto vl 3 parser. OFPFlowMod(datapath, cookie=0, cookie mas
k=0, table id=0, command=0, idle timeout=0, hard timeout=0, priority=32768, buffe
r 1d=4294967295, out_port=0, out_group=0, flags=0, match=None, instructions=Non
e)

ZH AR UL T B, Bl instructions #f & FATTHT 1 ] OFPInstructionActions
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mod =

ofp_parser.OFPFlowMod(datapath=datapath,priority=priority,hard timeout=hard

_timeout,match=match,instructions=inst)



Attribute

cookie

cookie_mask

table_id

command

idle_timeout

hard_timeout

priority

buffer_id

out_port

out_group

flags

match

instructions

Description
Opaque controller-issued identifier
Mask used to restrict the cookie bits that must match when the command is OPFFC_M

ID of the table to put the flow in

One of the following values.

OFPFC_ADD
OFPFC_MODIFY
OFPFC_MODIFY_STRICT
OFPFC_DELETE
OFPFC_DELETE_STRICT

Idle time before discarding (seconds)

Max time before discarding (seconds)

Priority level of flow entry

Buffered packet to apply to (or OFP_NO_BUFFER)

For OFPFC_DELETEx commands, require matching entries to include this as an output

For OFPFC_DELETEx commands, require matching entries to include this as an output

Bitmap of the following flags.

OFPFF_SEND_FLOW_REM
OFPFF_CHECK_OVERLAP
OFPFF_RESET_COUNTS

OFPFF_NO_PKT_COUNTS
OFPFF_NO_BYT_COUNTS

Instance of OFPMatch

list of OFPInstructionx instance

5. 3EH) 88 RIEHE BRI HHL: send_msg()

5 & datapath.send msg() BRI £ A 3% 1 42— OpenFlow £ 45 #4 Gt 2 b1

&R RD, RYU RHEIRAHE & IE 2% [ datapath.

datapath.send_msg(mod)
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MR CEILES ViR, REA LI BFEm s, Bl 3RATHEH — A dr &8
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OFPPacketOut().

6. FEHIEBIBE M A L AT HIED: OFPPacketOut()
ryu.ofproto.ofproto vl 3 parser. OFPPacketOut(datapath, buffer id=None, in_
port=None, actions=None, data=None, actions_len=None)
XA BRIV FH 2 3 ) 2% R 3 A buffer HH ) — AN Ed Gt i ss L. &
Bt~ .

Attribute Description

buffer_id ID assigned by datapath (OFP_NO_BUFFER if none)

in_port Packet's input port or OFPP_CONTROLLER

actions list of OpenFlow action class

data Packet data of a binary type value or an instances of packet.Packet.
AT

if msg.buffer id == ofproto.OFP_NO_ BUFFER: /i1 5 & %A ZAA B 08,
B AR ) 2% X 2 0 A AR T 45 data, fEAS RN, WRE ZAFIRC,
buffer_id=msg.buffer id 2> E 4 buffer #1235 H Y 1 R

data = msg.data

out = parser.OFPPacketOut(datapath=datapath, buffer id=msg.buffer id,

in_port=in_port, actions=actions, data=data)

datapath.send msg(out)
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pkt = packet.Packet(msg.data)



eth pkt = pkt.get protocol(ethernet.ethernet)
ip_pkt = pkt.get protocol(ipv4.ipv4)

ipv6_pkt = pkt.get protocol(ipv6.ipv6)
icmp_pkt = pkt.get protocol(icmp.icmp)
arp_pkt = pkt.get protocol(arp.arp)

icmpv6_pkt = pkt.get protocol(icmpv6.icmpv6)
tcp_pkt = pkt.get protocol(tcp.tcp)

udp pkt = pkt.get protocol(udp.udp)

PAAR Sk EBAIYE/ H 1) mac: eth_pkt.src/eth pkt.dst
ip kB HIYE/ H 1 ip: ip pkt.sre/ ip pkt.dst
tep %fi I tcp pkt.src port/ tcp pkt.dst port
A BAA R M A3, R EA
https://ryu.readthedocs.io/en/latest/library packet ref.html
B0 tep B9 BLn &

TCP

class ryu.lib.packet.tcp.tcp(src_port=1, dst_port=1, seq=0, ack=0, offset=0, bits=0, window_size=0,
csum=0, urgent=0, option=None)

TCP (RFC 793) header encoder/decoder class.

An instance has the following attributes at least. Most of them are same to the on-wire
counterparts but in host byte order. __init__ takes the corresponding args in this order.

Attribute Description

src_port Source Port

dst_port Destination Port

seq Sequence Number

ack Acknowledgement Number

offset Data Offset (0 means automatically-calculate when encoding)
bits Control Bits

window_size Window

csum Checksum (0 means automatically-calculate when encoding)
urgent Urgent Pointer

option List of TcPOption sub-classes or an bytearray containing options. None if no options.



